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Report Overview

The Cygienic Cyber Intelligence Report Level 1 — ASM Essential. A cyber risk view of your
company’s cybersecurity posture. Analysing everything from your digital footprint to
highlighting potential entry points and vulnerabilities.

Each category is rated Low to Critical using industry-standard frameworks and scoring
models. Weightings ensure a balanced view of overall security posture and business
impact to support decision making, strategic planning and budgeting.

Results Summary

Level 1 Cyber Rating

Attack Surface Analysis L1: Minimal impact. No immediate action is required. Please refer to
page 2 for action details.

WAN IP Compromised L1: Minimalimpact. No immediate action is required. Please refer to
page 3 for action details.

Data Leaks L2: Not tested

Email Credential Leaks L2: Not tested

Financial Exposure L3: Not tested

Baseline Compliance L3: Not tested

3rd Party Analysis L4: Not tested

BREACH LIKELIHOOD INDUSTRY ASM AVERAGE COMPLIANCE | ASM
- Medium

TOTAL DOMAINS FINANCIAL EXPOSURE TOTAL RISKS
10
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Attack Surface m o

Attack Surface Analysis [L1] evaluates your organization’s
digital footprint to identify potential entry points that attackers
could exploit. It includes assessments of email and website @ @
security configurations, checks for known vulnerabilities, and
identifies compromised systems or exposed data. The analysis
also covers data privacy risks and open network ports, Vulner C;’”:";IS % PE‘”tS
aile to Low
providing a comprehensive view of areas that require
remediation to reduce overall cyber risk.
Assessment Summary
Domain URL & Commentary
Failed Threat Domain Control Recommendation Control
Control Severity Failed Checked
SPF-Email Domain.com Configure SPF spoof protection within the DNS No
Domain2.com server by updating the DNT TXT RECORD with No

"v=spf1 Email IP -all OR v=spf1 email IP ~all " SPF
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WAN IP Compromise m

WAN IP Compromise Analysis [L1] evaluates your public IP
addresses to ensure they are not being exploited by attackers.
The assessment checks for malware distribution, unauthorized
proxy services, spam operations, and botnet activity originating

from the IP. This helps ensure your network remains secure and Total Bad % Points
. . - P
prevents your infrastructure from being used for malicious P Tolow
activities.
Assessment Summary

WAN I[P Address & Commentary

WAN IP Threat Threat Control Recommendation Control

Address Severity Type Checked

342.34.445.22 Malware Contact your system admin or hosting provider to No
Distribution alert them of this finding. Scan your server with the

latest malware software. Consider rebuilding the
server from last known good backup.
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FAQs

Q1. How do | treat this report?

This report is designed to spark constructive conversations about cyber risk with the
business in scope. In some cases, the risks we highlight may already be known and
deliberately accepted by the organization. In other cases, the issues may be new to
them, prompting further investigation and remediation to strengthen their security
posture.

Q2. How do I fix these risks identified?

Contact your support team to have a constructive conversation. Some of these risks are
not the fault of your support team, so please bear that in mind. Our suggestion would be
to tackle the ‘High Severity Risks’ first and then look to move your exposure towards
LOW RISK over an agreed time period, and within the budget allocated.

Q3. What is the best approach to get my rating to LOW RISK?

As mentioned, target the High Severity Risks first, these have more impact and weight
towards your overall score. Check the indicator for % point to Low to see the task
ahead.

Q4. How do you handle False Positives?

We can override all risks found if they are simply false positives. Simply inform us with
the reason and will override the risk.

Q5. My report results are different to other provider findings, why?

No two vendor reports, or scans are the same. Each vendor is looking for something
slightly different to the other. There are common searches shared, but the scores and
weighting may differ depending on the vendors strategy.

Q6. What if | don’t have a support team to fix the risk’s identified?

Contact support@cygienic.com and we will advise you on the support teams you will
need to consider.

Q7. Do any of the cyber scans affect my systems?

No. All our scans are non-intrusive to your systems.
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Important Notice

This Cyber Intelligence Report has been prepared by Cygienic. By accessing or using this report, you
agree to the terms set out below.

Purpose of This Report

This report provides an analysis of the cyber risks linked to the business domain(s), and search terms
submitted. Findings are based on data and information available at the time the scan was conducted.

Nature of Data Leak Analysis

All scans are passive and use only publicly accessible information. Data retrieved through our Data leak
analysis is not purchased.

Timing and Updates

Cyber risks evolve rapidly. This report reflects conditions at the time of the scan. Some issues identified
may have since been resolved, and new risks may have emerged after the report was generated.

Data Reliability

Cygienic aims to provide accurate and reliable information, continually refining our methods for
precision. However, false positives may occur due to factors outside our control—such as third-party
inaccuracies, system blocking, or interference.

Neutral Position

This report does not represent any endorsement or criticism of an organization’s products, services, or
business practices. Findings are based solely on scan results.

Limitation of Liability

To the maximum extent permitted by law, Cygienic disclaims all liability for any loss, damage, or
consequences arising from the use of this report. This includes direct, indirect, incidental,
consequential, or punitive damages.

Updates to This Disclaimer
Cygienic may amend this disclaimer at any time without prior notice. By using this report, you confirm

that you have read, understood, and accepted these terms. For questions, please contact us at
support@cygienic.com.
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